
FAQ: Cloud computing and

HIPAA 
How to keep your firm 
HIPAA compliant in the 
cloud. 



Note: The following is expert analysis and interpretation from Legal Workspace’s 
HIPPA Specialists and should not substitute for specific legal advice. 

 

1. What is cloud computing?   

Software as a service (SaaS):

Platform as a service (PaaS):

1 
“The NIST Definition of Cloud Computing,” National Institute of Standards and Technology, 

Special Publication 800-145 (2011), available at:  http://csrc.nist.gov/publications/nistpubs/800- 

145/SP800-145.pdf. 

http://csrc.nist.gov/publications/nistpubs/800-


Infrastructure as a service (IaaS):

2. Can Law Firms choose to store protected health 
information (PHI) in the “cloud,” and why might they want 
to? 



3. Is a cloud service provider (CSP) a business associate 
under the HIPAA Privacy Rule? 

2 
45 CFR 160.103, definition of “business associate” (at (3)(iii)). 

3 
45 CFR 160.103, definition of “business associate” (at (3)(i)) includes any entity “that provides data 

transmission services with respect to protected health information to a covered entity and that requires 

access on a routine basis to such protected health information.” 

4 
See: “HIPAA Final Rule Confirms That ISPs Transmitting PHI Are Not Business Associates,” Center for Democracy 

& Technology (February 6, 2013), available at:  https://www.cdt.org/blogs/joseph-lorenzo-

hall/0602hipaa-final-rule- confirms-isps-transmitting-phi-are-not-business-assoc. 

http://www.cdt.org/blogs/joseph-lorenzo-hall/0602hipaa-final-rule-
http://www.cdt.org/blogs/joseph-lorenzo-hall/0602hipaa-final-rule-


 

 

5 
OCR wrote case-specific guidance in a 2003 letter to a secure physical document storage company, 

Tindall Record Storage. OCR stated for the non-electronic secure document storage case, “We 

confirm that a business associate agreement is not required between a covered entity and a document 

storage company performing functions on behalf of the covered entity, where any protected health 

information released to the storage company is transferred and maintained in closed and sealed 

containers, and the document storage company does not otherwise access the protected health 

information.” (See: Letter from Richard M. Campanelli, Director for the Office of Civil Rights, 

Department of Health and Human Services, (May 12, 2003), appendix to: Tindall Record Storage, “Re: 

Comments regarding proposed rule RIN 0991-AB57” (September 1, 2010), available at: 

https://www.regulations.gov/#!documentDetail;D=HHS-OCR-2010-0016-0071.) However, OCR 

subsequently declined to issue general guidance for physical secure document storage (Id. at 2). The 

preamble to the omnibus HITECH final rule indicates that HHS was aware of this issue and declined 

to extend the “conduit exception” to persistent storage 

(of any form): “document storage companies maintaining protected health information on behalf of 

covered entities are considered business associates, regardless of whether they actually view the 

information they hold.” 

(78 Fed. Reg. 5572). 

6 
See: “Guidance to Render Unsecured Protected Health Information Unusable, Unreadable, or 

Indecipherable  to Unauthorized Individuals,” Department of Health and Human Services 

(September 14, 2009), available at: 

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html. 

7 
45 CFR 164.400 et seq. 

http://www.regulations.gov/#!documentDetail%3BD%3DHHS-OCR-2010-0016-0071.)
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html


4. Does cloud computing remove the need for Law Firms 
to worry about the data they store with a CSP? 

5. Can the government access PHI stored with a CSP 
for law enforcement and national security purposes? 

6. How important is it for Law Firms to choose CSPs that 
claim they are “HIPAA compliant”? 

8 
Christopher Rasmussen, “Law Enforcement & National Security Access to Medical Records,” Center for Democracy 

& Technology, (2013), available at:  https://www.cdt.org/policy/law-enforcement-national-security-

access-medical- records 

http://www.cdt.org/policy/law-enforcement-national-security-access-medical-
http://www.cdt.org/policy/law-enforcement-national-security-access-medical-


7. Can Law Firms use general purpose, publicly available 
Internet services such as document, email, and calendar 
services to store PHI and still be in compliance with 
HIPAA? 

8. Has HHS brought HIPAA enforcement actions based 
on the use of cloud services? 

9 
When a Law firm decides to use a mainstream cloud service provider to store PHI, we do not think 

that puts the CSP itself in violation of HIPAA unless the CSP is directly marketing its services to the 

HIPAA covered entity community and presuming it can avoid business associate liability by not 

signing BAAs. 

10 
Press Release, “HHS settles case with Phoenix Cardiac Surgery for lack of HIPAA safeguards,” 

Department of Health and Human Services (April 17, 2012), available at: 

http://www.hhs.gov/news/press/2012pres/04/20120417a.html. 

http://www.hhs.gov/news/press/2012pres/04/20120417a.html
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